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ABSTRACT  
Terrorism financing through religious philanthropic institutions poses a serious challenge in 
Indonesia, as evidenced by Jemaah Islamiyah's (JI) exploitation of Baitul Maal Abdurrahman Bin 
Auf (BM ABA) and Syam Organizer (SO) as "funding machines" (Nugroho et al., 2025). Globally, 
faith-based charities are vulnerable to misuse as a cover for terrorist activities, with terrorist groups 
adaptively shifting to more sophisticated funding methods, including the exploitation of unregistered 
non-profit organizations (NPOs) (Mardiansyah, 2022; Wardhana, 2023). Artificial Intelligence (AI) 
holds transformative potential to assist governments and oversight bodies in detecting anomalous 
donation patterns, flagging high-risk transactions, and disrupting funding chains before they can be 
used for violent acts (Bank for International Settlements, n.d.; Infosys BPM, n.d.). This research has 
examined the patterns of religious philanthropy misuse in terrorism financing in Indonesia, analyzed 
how AI can be implemented to detect and prevent such misuse at the fundraising stage, and 
identified the ethical, technical, and legal challenges in its application. Using case studies of BM 
ABA and SO, this study analyzed financial transactions, donation reports, and relevant open-source 
intelligence (OSINT)  (Nugroho et al., 2025). The potential AI applications discussed include Natural 
Language Processing (NLP) for analyzing donation campaign content, anomaly detection for fund 
flows, and network analysis to identify donor-operator relationships (Irwanto et al., 2025). The 
research findings indicate that both institutions, despite having similar charitable goals, employed 
different methods (charity boxes vs. Tabligh Akbar) and were both exploited for terrorism financing  
(Nugroho et al., 2025). Recurring transaction patterns and donor clustering were identified as 
potential predictive features for AI models, while regulatory oversight in Indonesia was found to 
have minimal utilization of data-driven tools (Indonesia Business Post, 2022; Mardiansyah, 2022). 
This paper contributes academically by providing an interdisciplinary framework spanning security 
studies, philanthropy, and AI technology; practically by proposing an AI-based monitoring system; 
and ethically by recommending human-rights-compliant AI implementation to avoid discrimination 
against religious communities. 
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INTRODUCTION  

 
The global landscape of terrorism financing has undergone significant transformations, 
moving beyond traditional illicit activities to exploit legitimate sectors, notably religious 
philanthropy. In Indonesia, this phenomenon has become a serious concern, where the 
terrorist group Jemaah Islamiyah (JI) has been proven to leverage faith-based 
philanthropic institutions for its financial sustainment (Mardiansyah, 2022; Nugroho et al., 
2025). This study has specifically examined the intricate mechanisms employed by two 
key entities, Baitul Maal Abdurrahman Bin Auf (BM ABA) and Syam Organizer (SO), in 
collecting religious philanthropy funds to support JI. 
 
The patterns of religious philanthropy misuse in terrorism financing in Indonesia indicate 
serious gaps in oversight. Recent cases have consistently revealed that philanthropic 
institutions and non-profit organizations (NPOs) are highly susceptible to being co-opted 
as conduits for funding terrorist activities (Haidar Ghoni I & Masyhar, 2025; Noor Huda 
Ismail, 2023; Wardhana, 2023). This vulnerability is exacerbated by the fact that terrorist 
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groups often operate through both legally registered and unregistered philanthropic 
organizations, even going so far as to create fraudulent funding agencies that appear 
legitimate. 
 
Globally, faith-based philanthropy in many countries is prone to misuse as a cover for 
terrorist activities. Terrorist groups are "early adopters of emerging technologies" 
(Voronkov & De Meo, 2021), including digital financing methods like cryptocurrencies and 
digital payment systems, specifically to evade detection (Akmal, 2025; Goldman et al., 
2017). This strategic adaptation, shifting from overt criminal activities to more 
sophisticated methods, underscores the dynamic nature of this threat. 
 
In confronting this evolving threat, Artificial Intelligence (AI) offers transformative potential 
to assist governments and oversight bodies (Suprayitno et al., 2024). AI can enhance the 
detection, analysis, and prevention of illicit financial flows by processing massive data 
volumes and identifying complex patterns that are imperceptible to human analysis 
(PROSPERO, 2025; Verhagen et al., 2025). AI's ability to perform "real-time monitoring" 
and "anomaly detection" (PROSPERO, 2025) across "multiple data-points" is crucial for 
identifying subtle, interconnected patterns that indicate illicit activity, even when individual 
transactions appear benign. 
 
Based on this background, this study identifies and analyzes the emerging patterns in the 
misuse of religious philanthropy for terrorism financing in Indonesia, explores innovative 
ways in which Artificial Intelligence can be implemented to detect and prevent such 
misuse at the fundraising stage, and examines the ethical, technical, and legal challenges 
involved in applying AI for the oversight of philanthropic institutions. 
 
This paper will provide an academic contribution by offering an interdisciplinary 
framework combining security studies, philanthropy, and AI technology. Practically, it will 
propose an AI-based monitoring system that can be used by governments and non-profit 
organizations (Hikam et al., 2025).  Ethically, it will recommend human-rights-compliant 
AI implementation to avoid discrimination against religious communities. 

 
LITERATURE REVIEW 

 
Religious Philanthropy and Terrorism Financing      
Jemaah Islamiyah (JI) is a clandestine terrorist network based in Indonesia with a long 
and violent history (Chew, 2023; United Nations Security Council, 2002). From its 
inception, JI understood the critical importance of secure and diverse financial streams 
for sustained operations. Historically, the group's activities were funded through a 
combination of internal contributions from its members, engagement in various criminal 
activities, and profits generated from affiliated businesses (Indonesia Business Post, 
2022; UN, 2008). Key figures within JI, such as Nurjaman Riduan Isamuddin (a.k.a. 
Hambali), played a pivotal role in establishing these early financial networks, including 
setting up front companies to channel funds and procure weapons (UN, 2008; Voronkov 
& De Meo, 2021). 
 
A notable development in terrorism financing in Indonesia is the significant shift from 
reliance on traditional criminal activities to obtaining funds through non-profit 
organizations (NPOs) (Noor Huda Ismail, 2023). This transition is particularly problematic 
because many of these NPOs operate unregistered, creating a vast "legal grey area" that 
is highly vulnerable to abuse by terrorist groups (Noor Huda Ismail, 2023; Wardhana, 
2023). Groups like JI and Mujahid Indonesia Timur (MIT) have demonstrated this 
adaptability by shifting their financing methods from traditional channels, such as hawala 
and zakat-based charities, to more modern techniques like cryptocurrencies and digital 
payment systems, specifically to evade detection (Akmal, 2025; Fajri & Urumsah, 2024; 
Goldman et al., 2017). 
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This shift signifies a strategic move towards legitimization by deception. This approach 
not only complicates detection for authorities but also cunningly leverages public trust 
and compassion, effectively transforming a societal virtue into a significant financial 
vulnerability (Wardhana, 2023). Terrorist organizations are highly skilled in crafting and 
disseminating compelling narratives through various platforms, including social media 
and video lectures, to persuade individuals to donate (Wardhana, 2023). Slogans such as 
"Donations should come from the heart" or "Do you desire paradise? Let's donate" 
resonate powerfully with many Indonesians, especially Muslims, by emphasizing divine 
rewards and the spiritual merit of good deeds (Ghoni & Ali Masyhar, 2025; Wardhana, 
2023). Beyond rhetoric, JI members actively engage in tangible humanitarian actions, 
presenting themselves as representatives of social organizations, visiting disaster-
stricken areas, deploying rescue teams, and establishing social services like schools and 
healthcare facilities (Indonesia Business Post, 2022; Wardhana, 2023). These actions are 
designed to mobilize donations for what is presented as "jihad," further blurring the lines 
between legitimate charity and illicit funding. 
 
AI Technology in Financial Intelligence 
The persistent and evolving nature of terrorism financing, despite existing legal 
frameworks and the dedicated efforts of national agencies (Firmansyah & Myharto, 2025; 
Sari & Susanti, 2022), necessitates a paradigm shift in CTF strategies. AI offers 
transformative potential to enhance the detection, analysis, and prevention of financial 
crimes by processing massive data volumes and identifying complex patterns that are 
imperceptible to human analysis (Bank for International Settlements, n.d.; Infosys BPM, 
n.d.; McKinsey & Company, n.d.; Napier, n.d.; Prospero Systems, n.d.). 
 
AI significantly enhances financial crime detection and prevention by enabling the 
analysis of massive data volumes and improving real-time pattern recognition capabilities 
(Bank for International Settlements, n.d.; Infosys BPM, n.d.; Prospero Systems, n.d.). AI 
algorithms can process vast amounts of transaction data in real-time, identifying subtle 
patterns and anomalies that might be missed by traditional, human-intensive systems 
(Infosys BPM, n.d.; Napier, n.d.; Prospero Systems, n.d.). This capacity for rapid and 
comprehensive data processing is crucial for countering rapidly evolving and 
decentralized terrorist financing methods. 
 
Machine learning, a core component of AI, allows these systems to continuously improve 
their detection capabilities. By learning from historical data, AI models can dynamically 
adapt their algorithms, thereby enhancing accuracy in identifying fraudulent activities and 
staying ahead of evolving financial crime tactics (Infosys BPM, n.d.; Prospero Systems, 
n.d.). A significant benefit of deploying AI in financial crime detection is its ability to 
substantially reduce false positives (Infosys BPM, n.d.; Napier, n.d.; Prospero Systems, 
n.d.). Traditional systems often generate a high volume of alerts, straining compliance 
teams. AI technologies help identify genuine threats more effectively, minimizing 
unnecessary investigations and enhancing the overall efficiency of compliance processes 
(Infosys BPM, n.d.; Napier, n.d.; Prospero Systems, n.d.). 
 
Furthermore, predictive analytics, powered by AI, enables financial institutions to foresee 
potential risks and implement timely interventions (Infosys BPM, n.d.; Prospero Systems, 
n.d.). This proactive approach allows for early detection of suspicious activities, ensuring 
that potential risks are managed before they escalate (Rahman et al., 2024). AI also 
excels in automating routine tasks such as transaction monitoring and regulatory 
reporting, which significantly improves operational efficiency and minimizes the risk of 
human error (Infosys BPM, n.d.; Prospero Systems, n.d.). 
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METHODS 
 

This research adopted a qualitative case study approach to analyze the patterns of 
religious philanthropy misuse in terrorism financing in Indonesia, focusing on the potential 
integration of AI as a preventive approach. 
 
This research has utilized case studies of two philanthropic institutions linked to Jemaah 
Islamiyah: Baitul Maal Abdurrahman Bin Auf (BM ABA) and Syam Organizer (SO) 
(Nugroho et al., 2025). These two entities have been identified as key "funding machines" 
for the JI group, demonstrating how seemingly legitimate charitable entities, even those 
licensed by the Indonesian government, can be co-opted for illicit purposes (Nugroho et 
al., 2025). The selection of these case studies allowed for an in-depth analysis of the 
specific mechanisms employed by BM ABA and SO to collect religious philanthropy funds 
in support of JI. 
 
The data analyzed included: (1) Financial Transactions: Covering patterns of fund flows, 
frequency, and amounts of donations collected and disbursed by BM ABA and SO 
(Indonesia Business Post, 2022; Nugroho et al., 2025), (2) Donation Reports: Information 
from internal or public reports related to fundraising campaigns and fund utilization 
(Nugroho et al., 2025), (3) Open-Source Intelligence (OSINT): Data from open sources 
such as social media, online forums, and public sermons (tabligh akbar) to understand 
the narratives used in fundraising and identify connections between donors and operators 
(Nugroho et al., 2025; Wardhana, 2023). 

 
To detect and prevent the misuse of religious philanthropy at the fundraising stage, this 
research analyzed the potential application of the following AI models: 
Natural Language Processing (NLP) for Donation Campaign Content Analysis: (a) 
Mechanism: NLP algorithms, including Large Language Models (LLMs), can analyze text 
from social media, websites, and transcripts of tabligh akbar sermons to detect hate 
speech, sectarianism, and terrorism-related content (EMNLP Demo, 2024; IJS 
UOBaghdad, n.d.a; IJS (Izzanardi Wijanarko et al., 2024; Ma’aly et al., 2024; Mutiara, 
2025). LLMs are capable of discerning abstract themes, sentiments, and contextual 
subtleties that may indicate potential radicalization, such as the endorsement of violence 
or the use of divisive language, (b) Relevance: This is highly relevant for identifying 
extremist narratives disguised as charitable or humanitarian appeals, which are often 
used by terrorist groups to attract sympathy and funds (Wardhana, 2023). 
 
Anomaly Detection for Fund Flows: (a) Mechanism: AI algorithms can analyze vast 
volumes of financial transaction data in real-time, identifying suspicious patterns such as 
unusual wire transfers or activities that deviate significantly from established customer 
behavior (UN, 2025). AI-powered solutions can generate dynamic risk scores for 
individual customers and entities, enabling financial institutions to prioritize investigations, 
including those involving charity organizations and their bank accounts (UN, 2025), (b) 
Relevance: This is crucial for detecting hidden funding patterns, such as widespread low-
value cash collections via charity boxes, which are difficult to trace manually (Nugroho et 
al., 2025). 
 
Network Analysis to Identify Donor-Operator Relationships: (a) Mechanism: Social 
Network Analysis (SNA), often enhanced by AI algorithms, is a powerful tool for mapping 
connections between individuals, NPOs, and terrorist groups, thereby identifying key 
facilitators and broader network structures (Irwanto et al., 2025; Perliger et al., 2010; 
Sukmana, 2020). AI algorithms can recognize recurring patterns and anomalies within 
social media interactions, which can indicate the early phases of online radicalization or 
shifts from passive viewing to active sharing of extremist content (Mutiara, 2025), (b) 
Relevance: This enables the mapping of complex funding networks, including links 
between NPO leaders and JI operatives, and the detection of clusters of suspicious 
activity around Tabligh Akbar organizers or attendees (Irwanto et al., 2025). 
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RESULTS  
 
A Case Finding: Pattern of Religious Philanthropy Misuse 
Baitul Maal Abdurrahman Bin Auf (BM ABA) and Syam Organizer (SO) are two faith-
based philanthropic institutions that served as primary "funding machines" for the Jemaah 
Islamiyah (JI) group (Nugroho et al., 2025). Although both shared the common public 
goal of charity, they employed different yet complementary methods to collect and 
channel funds. 
 
BM ABA: This institution heavily relied on extensive offline fundraising methods. This 
included the widespread distribution of thousands of charity boxes (11,293) and donation 
cans (17,025) across various provinces and cities throughout Indonesia (Indonesia 
Business Post, 2022; Nugroho et al., 2025). These widespread low-value cash collections 
are inherently difficult to trace and monitor comprehensively (Nugroho et al., 2024). BM 
ABA also employed a more targeted offline approach by sending proposals to wealthy 
community leaders, often under the guise of humanitarian programs such as natural 
disaster relief (Nugroho et al., 2025). The organization also received donations from JI 
group members and sympathizers through traditional Islamic endowments (waqf) and 
contributions from permanent donors (Nugroho et al., 2025) Online methods were also 
utilized, involving online media platforms, appeals based on humanitarian issues, and the 
use of bank accounts (Nugroho et al., 2025). 
 
Syam Organizer (SO): Operating under the Syam Abadi Charitable Foundation, SO was 
specifically integrated into JI's da'wah (preaching) sector (Nugroho et al., 2024). Its 
primary fundraising mechanism differed from BM ABA's, focusing significantly on tabligh 
akbar (large public religious recitations or gatherings) as a means to gain public 
sympathy and collect funds (Nugroho et al., 2025). While less reliant on physical 
collection points, SO still utilized charity boxes (17) and piggy banks (201), distributed 
through its representative offices, known as SODA (Syam Organizer Da'wah and Social), 
across 17 regions in Indonesia (Nugroho et al., 2024). A distinctive and strategically 
important aspect of SO's approach was its use of ustadz (religious leaders) who 
possessed experience from Syria or "the earth of Sham" (Nugroho et al., 2025). These 
figures likely leveraged their credibility and personal narratives of humanitarian crises in 
conflict zones to attract donations (Nugroho et al., 2025). 

 
The funds collected by BM ABA and Syam Organizer were systematically gathered, 
stored, moved, and ultimately utilized to support the Jemaah Islamiyah group (Nugroho et 
al., 2024). The transfer of these funds to JI occurred through two primary channels: 
traditional bank transfer systems and via couriers (Nugroho et al., 2024). The scale of 
these operations was substantial; in 2019 alone, BM ABA was estimated to have raised 
between IDR 14 billion and IDR 15 billion annually (Indonesia Business Post, 2022). 
From this significant sum, approximately IDR 480 million was directly transferred to the JI 
treasurer as a deposit (Indonesia Business Post, 2022). The collected funds were 
allocated to a range of JI projects, including legal activities as a cover (education, 
humanitarian aid to Syria), operational infrastructure (construction of "Sasana" for martial 
arts training, firearms assembly workshops), cadre development and support (sending 
young JI cadres abroad for military training), and procurement of weapons and explosives 
(Haidar Ghoni í & Masyhar, 2025; Indonesia Business Post, 2022; Laksuri, 2023). 
 
Transaction Patterns and AI Detection Potential  
The recurring transaction patterns and donor clustering observed in the cases of BM ABA 
and SO can serve as powerful predictive features for AI models. 
Transaction Anomaly Detection: AI can analyze large volumes of transaction data from 
NPO bank accounts, identifying unusual patterns such as a high frequency of donations 
from unrelated sources, or sudden spikes in funds after specific campaigns. This can help 
uncover the layering and integration tactics used by groups like JI to obscure the true 
purpose of funds. 
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Content and Sentiment Analysis: NLP can process text from online donation 
campaigns and Tabligh Akbar sermon transcripts to detect keywords, phrases, or 
sentiments associated with extremism or disguised calls for "jihad" (Aziza et al., 2025; 
NCTS et al., 2024; Schulze et al., 2023). This enables the identification of radical 
narratives that might otherwise go unnoticed by manual oversight. 
Social Network Analysis: AI-powered SNA can map relationships between individuals 
involved in fundraising (e.g., ustadz with experience from Syria), donors, and JI members 
(Irwanto et al., 2025; Perliger et al., 2010). This can reveal "bridge nodes" connecting 
different parts of the network and detect clusters of suspicious activity around event 
organizers or attendees (Irwanto et al., 2025). 
Behavioral Analytics: AI can monitor online donation patterns, including the frequency 
of fundraising posts, the sudden appearance of new donation channels, or unusual 
spikes in donations from certain geographical areas (Purwatinimgsih, n.d.; Stanham, 
2023; TCAP Insight, 2023). This allows for detection even when the financial data itself is 
fragmented or obfuscated. 

 
Regulatory oversight in Indonesia currently makes minimal use of data-driven tools. 
Despite a strong legal framework (Amrullah, 2022). The issue of unregistered NPOs and 
the lack of accurate statistics on Islamic charitable institutions creates a vulnerable "legal 
grey area" (Noor Huda Ismail, 2023; Wardhana, 2023). This highlights an urgent need to 
integrate AI to enhance oversight effectiveness. 
 
The integration of AI into the oversight of religious philanthropy in Indonesia offers 
significant opportunities but also faces substantial challenges, encompassing ethical, 
technical, and legal dimensions. 
Challenges include: 
NPO Oversight Challenges: Indonesia faces significant challenges in monitoring and 
supervising NPOs, especially those operating without official registration (Noor Huda 
Ismail, 2023; Wardhana, 2023). The lack of accurate statistics on the number of Islamic 
charitable institutions and the limited scope of the zakat management regime mean that 
the vast majority of these entities remain unregulated and vulnerable to exploitation (Noor 
Huda Ismail, 2023). The compassionate nature of the Indonesian people also 
inadvertently contributes to this problem, allowing unregistered NPOs to proliferate 
unchecked (Noor Huda Ismail, 2023). 
 
Law Enforcement Limitations: Despite Indonesia's robust legal framework (Amrullah, 
2022) and dedicated agencies like PPATK and BNPT (Mahdi, 2025), terrorism financing 
cases persist (Nugroho et al., 2025). PPATK, as the financial intelligence unit, heavily 
relies on the quality and volume of suspicious transaction reports from financial 
institutions, which can often be low (Fitriana & Daim, 2025). Meanwhile, BNPT, despite its 
comprehensive mandate, faces significant budget cuts, which could threaten its 
operational capacity (Mahdi, 2025). 
 
Ethical and Legal Challenges in AI Implementation: The application of AI in 
philanthropic oversight raises serious ethical concerns, particularly regarding data privacy 
and potential algorithmic bias (Lestari, 2024). Indonesia's Personal Data Protection (PDP) 
Law No. 27 of 2022 necessitates a robust legal and ethical framework for AI use, 
ensuring compliance with human rights and fundamental freedoms (DLA Piper, 2025; 
Mutiara, 2025). The potential for bias in algorithms could disproportionately target certain 
groups, undermining public trust and the legitimacy of CTF efforts (UN, 2025). 
 
Technical and Capacity Challenges: The effectiveness of AI is directly dependent on 
the underlying digital infrastructure and the human capital capable of deploying and 
interpreting these advanced tools (Mutiara, 2025). A lack of investment in digital 
infrastructure and AI expertise within government agencies creates a critical bottleneck. 
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However, several opportunities can be turned into profits: 
Enhanced Detection and Analysis: AI can process massive data volumes and identify 
complex patterns invisible to human analysis, which is crucial for combating rapidly 
evolving terrorism financing methods (Indonesia Business Post, 2022; PROSPERO, 
2025). This includes anomaly detection in transactions, content analysis of extremist 
narratives, and mapping hidden terrorist networks. 
 
Operational Efficiency: AI can automate routine tasks such as transaction monitoring 
and regulatory reporting, significantly improving operational efficiency and minimizing the 
risk of human error (PROSPERO, 2025). This frees up human analysts to focus on more 
complex and high-value investigations. 
 
Predictive Analytics: AI enables financial institutions and regulatory bodies to foresee 
potential risks and implement timely interventions, allowing for early detection of 
suspicious activities before they escalate into significant threats (PROSPERO, 2025). 
 
Public-Private Partnerships: Robust collaboration between government agencies (such 
as PPATK and BNPT) and the private sector (including financial institutions, tech 
companies, and NPOs) is crucial for effective CTF (Akmal, 2025; FATF, 2025). Tech 
companies can be encouraged to develop and share AI tools for detecting illicit financial 
activities and extremist content on their platforms (TCAP Insight, 2023). 

 
Indonesia needs to develop a strategy to prevent the misuse of religious philanthropic 
funds, including: 
Strengthening NPO Oversight: The government needs to implement more rigorous and 
transparent registration processes for all NPOs, with a particular focus on unregistered 
entities (Noor Huda Ismail, 2023; Wardhana, 2023). A risk-based approach to NPO 
supervision must continuously assess and adapt oversight mechanisms based on 
emerging typologies, prioritizing an understanding of the ultimate utilization of funds 
(FATF, 2025; Noor Huda Ismail, 2023). 
 
Developing Clear AI Guidelines: It is essential to establish a robust legal and ethical 
framework for the use of AI in counter-terrorism financing, specifically addressing data 
privacy concerns under Indonesia's PDP Law (DLA Piper, 2025). Clear guidelines on 
data collection, processing, storage, and sharing are crucial to ensure compliance with 
human rights (Mutiara, 2025; UN, 2025). 
 
Enhancing Technological Capacity: Increased government investment in digital 
infrastructure and applied AI research and development, particularly for public safety and 
security applications, is paramount (Mutiara, 2025). This also includes substantial 
investment in comprehensive training programs for law enforcement and financial 
intelligence personnel to equip them with the necessary skills to interpret and maximize 
AI-generated insights (Mutiara, 2025). 
 
Increasing Public Awareness and Engagement: It is vital to educate the public on how 
to identify legitimate charities and the inherent risks of inadvertently funding terrorism, 
thereby directly countering the deceptive narratives employed by terrorist groups (Haidar 
Ghoni í & Masyhar, 2025; Mutiara, 2025; Noor Huda Ismail, 2023; Nugroho et al., 2025). 
Public awareness campaigns act as a preventative measure at the source, effectively 
reducing the pool of unwitting donors. 

 
CONCLUSION 

 
The analysis in this paper highlights the persistent and evolving challenges in Indonesia's 
counter-terrorism financing efforts, particularly concerning the exploitation of religious 
philanthropy by groups like Jemaah Islamiyah. The case studies of BM ABA and Syam 
Organizer clearly demonstrate how faith-based institutions, even officially licensed ones, 
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can be misused as "funding machines" for terrorist activities. JI's strategic adaptation, 
shifting from traditional criminal activities to sophisticated methods that leverage public 
sympathy and digital channels, underscores the dynamic nature of this threat. 
 
The Indonesian government has established a legal framework and dedicated agencies 
like PPATK and BNPT to combat terrorism financing. However, the continued occurrence 
of such cases points to significant challenges, including the proliferation of unregistered 
NPOs, limitations in current regulatory oversight, and critical resource constraints, as 
evidenced by budget cuts to key counter-terrorism agencies. 
 
In this context, Artificial Intelligence (AI) emerges not as a panacea, but as a critical 
enabler that can significantly bolster Indonesia's CTF capabilities. AI's capacity to analyze 
vast data volumes in real-time, identify subtle patterns, and automate routine tasks offers 
a transformative advantage. Specific applications such as AI-powered transaction 
monitoring, Natural Language Processing for content analysis, computer vision for 
physical surveillance, Social Network Analysis for mapping clandestine networks, 
blockchain analytics for digital currencies, web scraping for online fraud detection, and 
behavioral analytics for suspicious patterns can provide the necessary scale, speed, and 
precision to counter the complex and evolving financial tactics of terrorist groups. 
 
Ultimately, success in combating terrorism financing in Indonesia lies in a holistic and 
adaptive ecosystem that combines technological prowess with strong governance, 
human expertise, and societal resilience. This requires a multi-faceted strategy 
encompassing: (1) Strengthened NPO Oversight: Implementing more rigorous 
registration, risk-based supervision, and continuous auditing of all NPOs, including 
licensed ones, with a focus on fund utilization, (2) Enhanced Inter-Agency Coordination: 
Fostering seamless, real-time information sharing and joint operations among PPATK, 
BNPT, the Ministry of Religious Affairs, and other relevant bodies, (3) Responsible AI 
Integration: Developing clear legal and ethical guidelines for AI adoption in CTF, ensuring 
data privacy, transparency, and accountability, alongside promoting public-private 
partnerships for technology co-development and intelligence sharing, (4) Technological 
Capacity Building: Substantially investing in digital infrastructure and training programs to 
cultivate AI expertise within government agencies, thereby closing the capability gap with 
adaptive terrorist organizations, (5) Robust Public Awareness: Educating the public on 
deceptive fundraising tactics and promoting media literacy to empower citizens as the 
first line of defense against inadvertent terrorism financing. 

 
CTF cannot be a static policy; it must be a continuous process of learning, adaptation, 
and technological integration, driven by real-time intelligence and predictive capabilities. 
Embracing AI is not just an option but a strategic imperative for any nation serious about 
combating modern terrorism financing, especially given the increasing digital 
sophistication of terrorist groups. 
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